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4.0 MpoTokon nakeTHoro obmeHa

1 OIMNUCAHWE NPOTOKOIJIA

1.1 O6wue cBepeHus

MpoToKON NakeTHOro obMeHa co3aaH Anst yaobcTBa O4HOBPEMEHHOMO NMPOBEAEHMS BOMbLIOrO KOMMYeCTBa
niaTexen, a Takxe Ans NoBbllUeHWs yao6CcTBa peanvsaumm knneHTckoro MO 3a cyeT nepeHoca Yactu
KJIMEHTCKOW NOMMKK Ha cepsep.

3anpocbl AOMKHbBI OTNPABASATLCSA Ha OAMH 13 cneayrowmx URL:
e http://xmll.osmp.ru/term2/xml.js

o https://xmll.osmp.ru/term2/xml.jsp

e http://xml2.0smp.ru/term2/xml.jsp

e https://xml2.0smp.ru/term2/xml.jsp

Mpoueaypa obMeHa BKOYAET crieaytoLime sTanbl:
LWar 1. OTnpaBKa 3anpoca Ha npoBeAeHUe nnaTexeun
OTnpaBKa 3anpocoB Ha cepsep ocyLecTsnsetcs no HTTP npoTtokony Metogom POST.

MpuMep 3amnpoca Ha NPOBEAEHWE MATEXEN:

<?xml version="1.0" encoding="utf-8"7?>
<request>
<protocol-version>4.00</protocol-version>
<request-type>10</request-type>
<terminal-id>123</terminal-id>
<extra name="login">login</extra>
<extra name="password-md5">password-md5</extra>
<extra name="client-software">Dealer v3.22</extra>
<extra name="user-agent">1.2.3456.7890</extra>
<extra name="operating-system">Windows XP (Build 2600)</extra>
<extra name="serial">ABC12345</extra>
<auth count="1" to-amount="28.55">
<payment>
<transaction-number>123456789</transaction-number>
<from>
<amount>28.55</amount>
</from>
<to>
<amount>28.55</amount>
<service-id>2</service-id>
<account-number>(123)456-78-90</account-number>
</to>
</payment>
</auth>
</request>

MoapobHoe onuncaHue 3anpoca NpuseaeHo B pasaene 1.2.

LWar 2. OTBeT cepBepa

[pumep oTBeTa cepsepa:

<response requestTimeout=N1>
<payment status=N2 transaction-number=N3 result-code=N4>

</payment>


http://xml1.osmp.ru/term2/xml.jsp
https://xml1.osmp.ru/term2/xml.jsp
http://xml2.osmp.ru/term2/xml.jsp
https://xml2.osmp.ru/term2/xml.jsp
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</response>

OnucaHue oTBeTa NpuBeaeHo B pasgene 1.3.

LWar 3. 3anpoc 0 cocTosiHUM NnaTexewn

MpvMep 3anpoca 0 COCTOSAHWM nnaTexen:
<request>

<status count="3">
<payment>
<transaction-number>1</transaction-number>
</payment>
<payment>
<transaction-number>2</transaction-number>
</payment>
<payment>
<transaction-number>3</transaction-number>
</payment>
</status>
</request>

OnvcaHwve 3anpoca npyBeaeHo B pasaene 1.4.

Lar 4. OTBeT cepBepa

Mpumep oTBeTa cepsepa:

<response>
<payment transaction-number="N1" status="N2” result-code="N3” final-
status="B1l” fatal-error="B2">

</payment>

</response>

OnuncaHune oTBeTa NpuBeaeHo B pasgene 1.5.

1.2 3anpoc Ha nNpoBeAeHNE NnaTexen

CTpyKTypa 3anpoca npeacrassiieHa Ha Puc. 1.
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Puc. 1. CTpykTypa 3anpoca

<reguest: |

—)-{ <protocol-version= |

—){ “reguest-types |

—J-| <tarminal-id= |

—:-| “extra= |

—)-{ <auth= |

\—P{ Zpayment> |

—*I<:transactinn-numher:=~|

—){ =fram:z |

\—p{ <amaount |

—>| <amaount:> |
—)-| <geryice-id> |
—>| =account-numbers |

1.2.1 <request>

[NapameTpbl 3arnpoca NOMELLAI0TCA B 3NIEMEHT <request>.

Ter <request> BK/IOYaAET B cebs cnenpytowmne Tern:
e <protocol-version> — AaHHbIA TEr COAEPXXMT HOMEP BEPCUM MPOTOKOSIa 0bMeHa
e <reqgquest-type> — TUM 3anpoca
e <terminal-id>— MAEHTUMMKATOP, C KOTOPOro OCYLLECTBSIETCS NiaTex

e <extra> — TEr ONUCbIBAET AaHHbIE aBTOPU3aLNmn

<request>
<protocol-version>4.00</protocol-version>
<request-type>10</request-type>
<terminal-id>123</terminal-id>
<extra name="login”>Sl</extra>
<extra name="password-md5”>S2</extra>
<extra name="client-software”>Dealer v0</extra>

</request>

[ne:
- S1 —noruH nonb3oBaTtens (kaccupa)

- 52 —md5 xew napons nosb3oBaTens (Kkaccupa). B ciydae eciv Bbl XOTWUTE MCMO/b30BaTh Naposib B

OTKPbITOM BUAE, €r0 HY>XHO MocbinaTh B none “password”: <extra

name="password”>..</extra>
|
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m [ns noBbiweHns 6@30MacHOCTK BMECTO Naposisi B OTKPLITOM Buae nin md5 xewwa napons
MO>XHO UCMO/1b30BaThb CrNeunanbHylo NMOANUCh <extra name="sign-md5”>..</extra>.

MoapobHee o noanucy uutanTe B Mpunoxenun .

e <auth> — MapaMeTpbl HOBbIX nnaTexen Ha OTNpaBKy.

1.2.2 <auth>

Ter <auth> COAEPXUT NepeYeHb NIaTeXen Ha OTnpaBky.
Ter <auth> AOMKEH coaepXaTb aTpubyThl:

e count — KOJIMYECTBO 3/IEMEHTOB payment B Tere <auth>

e to-amount — CyMMa BCeX 3HAYeHuM <to><amount>, BXOAALWMNX B COCTaB BCEX TEroB <payment>
Ter <auth> BK/OYaeT B cebs cneayowyme Teru:

e <payment> — Ter, COAepPXalluii JaHHbIE O niaTexe

<request>

<auth count="”3"” to-amount="30">
<payment>

</payment>
<payment>

</payment>
<payment>

</payment>
</auth>
</request>

1.2.3 <payment>

Ter <payment > ONUCbIBAET KOHKPETHbIE MIATEXM.
Ter <payment> BKIOYAET B cebs cneayowme teru:

e <transaction-number>— HOMEP TPAH3aKLUMM Ha TepMUHane. Mapa Homep TpaH3aKumm + HOMED
TEPMUHA/IA LOMKHBI BbITh BCErAa YHUKASbHBI.

e <from>— UHPOPMALMS O CYMME, MONyYEHHOW OT K/IMEHTa. Ter COAEPXUT A0YEPHUIA Ter <amount >:
- <amount> — CyMMa OT K/IMEHTa

e <to>— MHbOPMaLKMs O NiaTexe: CyMMa, HOMep cyeTa, MaeHTUdMKaTop npoBanaepa. Ter coaepxuT
[loYepHUe Teru:

- <amount> — CyMMa K 3a4MC/IEHMNIO Ha CHET

- <service-id> — MAEHTUdUKATOP CEpBUCA, HA KOTOPbIN NPOMU3BOAMTCS 3a4MCIeHNe CPpeacTB
(npeHTMdUKaTop nposaliaepa). CNMCOK NpoBalaepoB ¢ aeHTUdMUKaTopaMu cM. B MpunoxeHun B.

- <account-number> — uaeHTUdMKaTOp aboHeHTa B MH(OPMALMOHHON cUCTEMe MpoBaliaepa
(Homep coToBoro TenedoHa UM HOMep NIMLEBOMO cYeTa)

e <receipt>— MHPOPMALMS O BbIJAHHOM Yeke. Ter COAEPXUT JoYepHUe Teru:
-  <datetime> — pgaTa pacnedatku yeka B popmate yyyymmddhhnnss

- <receipt-number> — HOMep Yyeka — 4ncio 0..999999 nocnenosaTesibHO 3aK0bLIOBAHO
- ————mnm0mm0——mnm0mn00nmnmnm0n0n090n09090909090909090909090909090909m9m 0 000 9O
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e <cxtra> — CyXebHbIE Noss, HanpUMep, KOMMEHTApPWIA:

<extra name="comment”>3T0 kKOMMeHTapuii</extra>

<payment>
<transaction-number>N1l</transaction-number>
<from>
<amount>N2</amount>
</from>
<to>

<amount>N3</amount>
<service-id>N4</service-id>
<account-number>N5</account-number>

</to>

<receipt>
<datetime>D1</datetime>
<receipt-number>N6</receipt-number>

</receipt>

<extra name="S1">S2</extra>

</payment>

1.3 OTBeT cepBepa Ha NpOBeAEHME MnaTeXen

lMocne oTnpaBKyM 3anpoca Ha CEpBEP, B OTBET NPUXOAWT MaKeT C pe3y/bTaTaMu [06aBfeHns TpaH3aKUMi B
6a3y:

<response requestTimeout=N1>
<payment status=N2 transaction-number=N3 result-code=N4>

</payment>

</response>

[ne:
e requestTimeout — PEKOMEHAYEMbIV CEPBEPOM MHTEPBAJ 3aMpoca CTaTyca MniaTeXxen B cekyHaax. Bl

MOXKETE MCMOMb30BaTb 3TO YMC/IO ANst OTCYETa BPEMEHM (B CeKyHAaXx) nepea 3anpocom ctaTyca. K
yKa3aHHOMY BPEMEHW BCe MMATEXM, NOCIaHHble Ha 06paboTKy, AO/MKHbI 6biTb NMPOBEAEHbI.

e status - CTATyC TpaH3aKuMu nocne AobaBneHus B 6asy. HopManbHbIM pesynbTaToM A06aBIeHNs

TPaH3aKLUMK cunTaeTca ctatyc 25. Bce ocTasnbHble CTaTyCbl MOMYT BO3HMKATb B pe3ysnbTaTte
UCKITIOUMTENBHBIX CUTYaLMI U MO BOMPOCaM UX BO3HMKHOBEHMSI HEO6X0AMMO 06palLaThCs B Clyx6y

noaaepXKu.

m B cnyyae ecnv fo6aBneHve TpaH3aKLmMM 3aBEpLUMIOCE CO CTaTyCOM OT/IMYHBIM OT 25, TO
HEoHX0AMMO MPOBEPUTL MPaBUILHOCTL GopMUpoBaHMst XML 3anpoca 1 NOBTOPUTL OTMPABKY C

[pYyrvM HOMEPOM TpaH3aKLIMM

e transaction-number - HOMEP TPaH3aKUuM, nob6aBneHHON B 6asy,

e result-code — Kog 06paboTkm onepauum

1.4 3anpoc 0 COCTOSIHUK MNaTEXEN

Mocne pobasnexHus TPaH3aKUWKM Ha CeEpBEPE 3amnyCKaeTca npoueaypa aBTopmusaumm U NpoBeAEHUA NnaTexa,
KOTOpas oTnpaBnseT nposaﬁ,qepy 3anpocC Ha NPOBEPKY BO3MOXXHOCTU NPOBEAEHUSA NJ1aTEXa U B Clly4ae
MOJIOXXUTENIbHOIo OTBETA nposaﬁp,epa — NOCbITAET KOMaHAy Ha NpoBeAeHnE.

Kaxxabli Wwar 3Ton onepaunn conpoBOXAaeTCA NPOMEXYTOYHbIMU CTaTyCaMn N KOAaMW 3aBEPLLUEHUS.
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A TakKe nocne ycrnewHoro uam owmnboyHOro 3aBepLueHns onepaumnmn, TpaH3akumMmn NprcBamMBaeTcs
OI'Ipen,e}'IEHHbIﬁ CTaTyC U KOA pe3ynbTaTa 3aBepLlueHUs.

B nto6oi MOMEHT knueHTckoe MO MOXeT 06paTUTbCs K CEPBEPY M OMPOCKUTL TEKYLUMIA CTaTyC TPaH3aKLMU 1 KoA
pe3ynbTaTa 3aBepLUeHus:

<request>

<status count="3">
<payment>
<transaction-number>1</transaction-number>
</payment>
<payment>
<transaction-number>2</transaction-number>
</payment>
<payment>
<transaction-number>3</transaction-number>
</payment>
</status>
</request>

[ne:

e <status> — COAEPXUT TPAH3aKLUMK, MO KOTOPbLIM HY>XHO Y3HaTb CTaTyC. DNEMEHT <status> COAEPXUT
aTpubyT count — KOMIMYECTBO NEMEHTOB <payment> B Tere <status>.

e <payment> — MHMOPMALWS O NMATeXe. Ter COAEPXUT JOUEPHMIA Ter:

e <transaction-number> —HOMEpP TPaH3aKuUuUKn, No KOTOpOVI Heobxoanmo Y3HaTb TEKYLIEE COCTOAHUE.

1.5 OTBeT cepBepa 0 COCTOSAHUN NNATEXEN

Mocne oTnpaBku 3anpoca Ha cepeep, B OTBET NPUXOAMT NakeT C pe3ynbTaTaMmn 06paboTku 3anpalumBaeMbix
TpaH3aKLWiA.

<response>
<payment transaction-number="”N1"” status="N2” result-code="N3"” final-
status="Bl” fatal-error="B2">

</payment>

</response>

[ne:
e transaction-number - HOMEP TPaH3aKUuW, Ans KOTOpOVi YKa3aH CTaTyC
e status - KOA TEKyLLero ctaTyca TpaH3akumu (CNpaBOYHUK KOAOB CMOTPUTE B MPUIIOXKEHNN)

e result-code - KO 3aBepLlUeHMs onepaummn (CpaBOYHMK KOLOB 3aBEpPLUEHNS CMOTpUTE B
NPUIOXEHUN)

e final-status:

- false— cTaTyc NpoMeXyTOouHbI 1 06paboTka TpaH3aKLUUK NPOAOIKAETCS, HEO6XOANM MOBTOPHbIN
3anpoc cTaTyca Af1st 3TOW TpaH3aKLUMm

- true- cTaTyc ABNSETCs OKOHYaTesbHbIM. O6paboTka TpaH3aKLMKM NpeKpalleHa CEpBepOM.

e fatal-error:

- false— ecnu 3HayeHune final-status — frue (cepBep NpekpaTun 06paboTKy nnartexa), MoOBTOpHas
OTMNpaBKa 3TOro NnaTexa Ha CepBep, HO C APYrMM HOMEPOM TPaH3aKUMW, AacT ApYroi pe3ynbTat
(BO3MOXHO NyIaTeX NpovaeT)
- ————mnm0mm0——mnm0mn00nmnmnm0n0n090n09090909090909090909090909090909m9m 0 000 9O
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- frue— 06paboTka nnaTexa 3aBeplueHa B pe3y/nbTaTe daTasibHON OWn6KM, MOBTOPHAs OTNpaBKa
nnarexa C ApyruMm HOMEpPOM TpaH3aKLMM MPUBEAET K NOBTOPEHMIO TOM e OLLNOKM
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MpoTokon nakeTHoro obmeHa

MPUNTOXEHUE A: CTTPABOYHUK KOAOB 3ABEPLLUEHINA

CyLiecTByeT BO3MOXHOCTb 3arpoca CTaTyCoB KOAOB 3aBepLUEHMS B aBTOMaTUYECKOM pexuMe C cepeepa. Ans
3TOro AOCTaTO4YHO OTNPaBUTb Ha CEPBEP 3anpocC cneayrowero snaia:

<?xml version="1.0" encoding="utf-8"?>
<request>
<protocol-version>4.00</protocol-version>
<request-type>6</request-type>
<terminal-id>N1</terminal-id>
<from/>
<to/>
<extra name="client-software”>Dealer v0</extra>
<extra name="login”>S1</extra>
<extra name="password-md5”>S2</extra>
</request>

Ine:
e <terminal-id> — uaeHTUdMKATOP TEPMMHANA
e S1 — JIOrMH Nosb30BaTens (Kaccupa)

e 52 —md5 xew napons nonb3osaTens (kaccupa). B cnyyae ecnm Bbl XOTUTE UCMONb30BaTh Naposb B
OTKPbITOM BUAE, TO €ro HYXHO MOCbiNaTh B Mofe “password” (<extra
name="password”>..</extra>)

B oTBeT Ha 3anpoc cepBep BEpHET CrpaBOYHUK KOAOB CrieaytoLero Buaa:

<?xml version="1.0" encoding="windows-1251" ?>

<response-codes>
<response-code id="0">OK</response-code>
<response-code id="1">llpoBarmep BpPEeMeHHO HemocCTyleH</response-code>
<response-code 1d="2">IIpeBHIIEHO UMCJIO MONHTOK</response-code>

</response-codes>

Ine:
e id — KOA 3aBepLIeHns

e <response-code> — pacluM@poBKa KOAA 3aBepLUEHUS]

10
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[MPUNTOXEHUE b: CTTPABOYHUK CTATYCOB

MpoTokon nakeTHoro obmeHa

Tabn. 1. CnpaBOYHMK CTaTyCcoB

Kon OnucaHue
10 He obpaboTaHa
20 OTnpaBneH 3anpoc nposanaepy
25 ABTOpU3YyETCH
30 ABTOpM30BaHa
48 MpoxoanT UHAHCOBbLIN KOHTPOSb
49 MpoxoanT hMHAHCOBLIV KOHTPOJIb
50 MpoBoaunTcs
51 MposeaeHa (51)
58 MepenpoBoamnTcs
59 MpuHsaTa K onnate
60 MpoBeaeHa
61 MNpoBeneHa
120 He npowna nposepku B OCMI1
125 He cMornu oTnpaeuTb NpoBaiaepy
130 OTkas oT npoBaiiaepa
148 He npowen ¢uH. KOHTpOsb
149 He npowen ¢wuH. KOHTpOsb
150 Owwbka Ha TepMMHane
160 He nposeaeHa
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MpoTokon nakeTHoro obmeHa

NMPUNOXEHWE B: CNIPABOYHWK MPOBANEPOB

Tabn. 2. CnpaBoYHWK NpoBaliaepoB

Service-id

HanmeHoBaHue

dopmaT HoMepa

JIMLeBOro cyerta

MuH. cyMmMa
naatexa (py6.)

Makc. cymma
nnatexa (py6.)

1 MTC (999)999-99-99 0.01 HeT MHdopMaumm
2 Bu JlaiiH GSM (999)999-99-99 0.01 HeT MHdopMaunm
3 Mera®oH MockBa (999)999-99-99 0.01 HeT nHdopmMaLum
4 CoHet (999)999-99-99 30 HeT MHhopMaunm
9 MaTpukc Mobaiin 999999999999999 50 HeT uHdopMaumm
13 3ebpa Tenekom 999999999999999 1 HeT MHdopMaumm
14 KopbuHa (999)999-99-99 1 HeT nHdopmMauum
18 MTY-UHTen 9999999999-99 1 HeT MHdopMaumm
20 HTB+ 999999999999999 1 HeT nHdopmMaLuum
21 Kocmoc TB 999999999999999 1 HeT uHdopMaumm
22 Mera®oH CeBepo-3anaa 999-99-99 0.01 HeT MHdopMaLunm
23 Mera®oH Cesep (999)999-99-99 0.01 HeT uHdopMaumm
24 Ouso TB 999999999999999 1 HeT MHdopMaumm

12
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[MPUNOXEHUE ': PEKOMEHOALINA

1. WHTepBan nepesanpoca cTaTyca XenaTeflbHO AenaTb B COOTBETCTBUM C aTPUBYTOM requestTimeout,
KOTOpbII BO3BPALLAETCS B KAXAOM TEre <response>

2. B cnyyae, ecnim Ha MOMEHT 06paLLeHMs K CepBepy eCTb M HOBble TPaH3aKLUMK Ha OTMPaBKy M TpaH3aKuUuK,
MO KOTOPbIM HY>XHO Y3HaTb CTaTyC, TO BO3MOXHO (M XenaTe/ibHo) KOMBUHMPOBaHWE TEroB <auth> U
<status> B OAHOM 3anpoce:

<request>
<auth>
<payment>
</payment>
</auth>
<status>
<payment>

</payment>

</status>
</request>

3. B aneMeHTax <auth> U <status> XenaTenbHO He NepedncnsaTb 6onblue 50 3N1eMEHTOB <payment >

13
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MPUNOXEHUE A: ABTOPU3ALINA C NMOMOLLbIO NOAMNUCH

[nsa obecnevueHus 6onblueit 6e30MacHOCTM Npy NepechlKe MIaTEXHbIX NAKETOB Bbl MOXETE UCMOJb30BaTh
ABTOPM3aLMIO C MOMOLLbIO CrieumanbHOM NOANUCKH (3MEMEHT sign-md5), KOTOpasi GOpPMUMPYeTCs Mo
crnegylowemy anropuTmy:

1. KaXabl 3N1eMEHT transaction-number CKNaabiBaeTcs ¢ MD5 oT napons:
transaction-number+password-md5

2. OcyulecTBnsieTca MD5 xelunpoBaHue pesynbTUpYHoLLEl CTPOKW. B pesynbTaTe 6yaeT nonyyeHa CTpoka
MDS5 nocnepoBaTenibHOCTU U3 32 6alT:

md5 (transaction-number+password-md5) )

3. Bce nonyyeHHble MD5 nocneaoBaTensHOCTM (ANS1 KaXAOr0 3/IEMEHTa transaction—-number)
H606X0,U.VIMO nepesectu B 6uToBbIE MaCCKUBbI, COOTBETCTBYOLWLME LWIECTHaALUATEPUYHbLIM KOAaM, N CINIOXUTb
no mogymno 2 (XOR)

CyMMa TpaH3akumi=cyMmMa TpaH3akumi XOR md5 (transaction-number+password-md5) )

4. MpeobpasoBaTh MOMYYEHHbI B pe3ynbTaTe BCeX onepaumii 6UToBbIN MaccvB B CTPOKY, coaepxaluyto 32
CVMMBOSIA LUECTHaALATEPUYHBIX.

5. MonyyeHHyto CTpoKy (anMHOM 32 cMMBOsa) HEOBXOAMMO CIOXMTL C JIOTMHOM, HOMEPOM TEpMUHaNa,
HoMepoM 3aripoca, MD5 oT napons:

login+password-md5+terminal-id+request-type+cyMma TpaH3aKUMM

6. OcyllectBnseTca MD5 xellunpoBaHue pesynbTUPYHOLLEN CTPOKK

sign-md5=md5 (logint+password md5+terminal-id+request-type+cymMma TpaH3aKLUMii)

MonyyeHHas nocnefoBaTeNlbHOCTb 3aMNMUChIBAETCS B MIEMEHT <extra name="sign-md5">.

HanpuMep: <extra name="sign-md5">81164E9C056CEF02F90E671559D6D4BF</extra>

Enarop,apﬂ [AaHHOMY a/IroOpUTMy aBTOPpU3aLnnN, HET HeobxoaMMoCTU nepefaBaThb B 3anpocax 3JIEMEHTbI
<password> WIN <password-md5>, YTO NOBbILLAET 6€30MacCHOCTb CUCTEMBI.

Mpumep 1. Mpumep dopmmpoBaHus nognucy Ha JAVA

/**
Function for getting OSMP sign-md5 from Document (Represents source XML)
@param doc JoxkyMeHT, CchOOPMMPOBAHHEI M3 NOOMNMCHBaeMonm XML
@param login JIoTMH MNOJIb30BAaTENS
@param passMD5 md5 oT mnapoJiga IoJjb30BaTesd
@return lommuce mnakera
@throws NoSuchAlgorithmException
/
private String getSign (Document doc, String login, String passMD5) throws
NoSuchAlgorithmException {
// Tomyuaem id TepmmHaia
String terminal id = getTextNode (doc, "terminal-id");
// Tlojyuaem THUIl 3anpoca
String request type = getTextNode (doc, "request-type");
// Tlojlyyaem CyMMBl TPaH3aKLUMA
String txn sum = getSignTxnSum(doc, passMD5);
// ®opMyMpyeMm MNOANUCH U3 CTPOKU
return md5 (login + passMD5 + terminal id + request type + txn sum);

fook ok ok k k o

}
/**

* OYHKUMS MOJIydyeHMs obmer cyMMe md5 DOAONMCEN HOMEPOB TpaH3aKLUMUM
* @param doc HoxkyMeHT, COOPMMPOBAHHEM M3 IOANMCEBaeMor XML
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* (@param passMD5 [JoxymMeHT, COOPMUPOBAHHEM M3 MIOONMCHBaeMOu XML
* @return Crpoka ¢ md5 NOANMCBIO HOMEPOB
* @throws NoSuchAlgorithmException

*/

private String getSignTxnSum (Document doc, String passMD5) throws
NoSuchAlgorithmException {

NodeList requestNodeList = doc.getElementsByTagName ("request");
NodeList nl = ((Element)

requestNodeList.item(0)) .getElementsByTagName ("payment") ;

byte[] sum = new byte[l6];

for (int 1 = 0; i < sum.length; i++)
{
sum([1]=0;

}

MessageDigest md = MessageDigest.getInstance ("MD5") ;

if (nl.getLength()==0)
return "";

//TpoxXoauM IO BCEM HOMEPaM TPaH3aKLWA.
for (int 1 = 0; i < nl.getlLength(); 1i++)
{

String txn id = getTextNode(nl.item (i), "transaction-number");

// xom oumbrm (0 - Bce OK)

byte

}

if (txn id!=null && txn id.length()>0)
{

//BepeMm md5 MNOONuMChL OT HOMEpa TPaH3aKUMM + [IapoJib IOJIb30BATEJS
byte[] buf = md.digest((txn_ id + passMD5) .getBytes());
//TloJTyUeHHb BaMTOBHIM MACCUB CYyMMUPYEM

sum = xorArray (sum, buf);

StringBuffer sb = new StringBuffer();

// TpeobpasyeMm MOJIyYEeHHHI MacCUMB B CTPOKOBOE MpelncTabBjieHMe B hex

for (byte aSum : sum) {
String hex = "00" + Integer.toHexString(aSum);

sb.append (hex.substring (hex.length() - 2));

return sb.toString() .toUpperCase() ;

//OYHKLUMA CYMMMPOBAHMUSA MAaCCUBOB.

private byte [] xorArray(byte [] a, byte [] b)
{
if(b.length !'= a.length) throw new IllegalArgumentException("length of
[] b must be >= byte [] a");
byte [] ¢ = new bytel[a.length];

}

for(int 1 =0;i< a.length;i++)
{

c[i] = (byte) (al[i] ~ b[i]);
}

return c;

//OYHKLUMSA TOJIydeHUs CTPOKOBOTO IpencTarByieHrs mdbS OT CTPOKM
public static String md5 (String passw)

{

try
{

15



4.0 MpoTokon nakeTHoro obmeHa

MessageDigest md = MessageDigest.getInstance ("MD5") ;
byte[] buf = md.digest (passw.getBytes());
StringBuffer sb = new StringBuffer();

for (byte aBuf : buf) {
String hex = "00" + Integer.toHexString (aBuf);
sb.append (hex.substring (hex.length() - 2));

}

return sb.toString () .toUpperCase();

}
catch (NoSuchAlgorithmException e)
{

return null;

// OYHKLUMS MOJIydeHMS TEeKCTOBOT'O 3JieMeHTa uMx xml mokyMmeHTa
public static String getTextNode (Node node, String tagName)
{
NodelList nl = null;
if (node instanceof Element)
nl = ((Element) node) .getElementsByTagName (tagName) ;
else if (node instanceof Document)

nl = ((Document) node) .getElementsByTagName (tagName) ;
if (nl == null) return null;
if (nl.getLength() < 1) return null;
Node n = nl.item(0);
if (!n.hasChildNodes()) return null;

n = n.getFirstChild();
if (n instanceof Text) return n.getNodeValue () ;
return null;
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CMNCOK PUCYHKOB

[ (ol B @y 0/ Yo = [ T= 3o To L= P 5

CrNnNCOK TABJINL,

Tab7. 1. CrIPABOUHMK CTATYCOB . .. uuteut et et e et e et e eae e e e e e e e e e e e e e e e e e e e e a e e e e e e e e e eane e aneaaneenes 11

Tabn. 2. CPaBOUHUK MPOBAMAEPOB . ... eeeeneneeeeeee e et et e e e e e ea e e ea e e ea e a e e e e e e e e e e e e e eaeeeananns 12
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